ABSTRACT As information-centric networking (ICN) cache can effectively reduce the requests from customers to producers and improve the efficiency of content acquisition, there are many studies propose to improve system performance of the Internet of Things (IoT) by using the concept of the ICN. In the context of information-centric IoT, the addressing location based on content names and routing transport mechanisms, which presents a high demand for the statistics and prediction of the content popularity. To improve the accuracy of the content popularity prediction, in this paper, we demonstrate a particular analysis of the content popularity and propose a content popularity prediction algorithm based on auto-regressive (AR) model. The algorithm derives regression parameters based on least-squares estimates and predicts future trends of the content popularity through combining various known values in a certain period. The evaluation results show that the proposed algorithm can accurately predict the content popularity of the next time period in information-centric IoT. As a result, the algorithm can increase the cache hit rate in routers, and reduce the network traffic and service access delay effectively to improve the experience of users in various scenarios such as real-time streaming media services.
I. INTRODUCTION
With the rapid development of the Internet, traditional hostcentric TCP/IP network has become increasingly unable to meet the needs of largescale traffic data services, such as network streaming media and user real-time video. In order to solve the problems of low efficiency, processing of multimedia data, poor user experience, and difficulty in efficient use of network resources under traditional Internet, InformationCentric Networking (ICN) [1] has gradually become one of the hotspots of the next generation Internet architectures. The current representative researches for ICN include DONA (Data-Oriented Network), NetInf (Network of Information), CCN (Content-Centric Network), and NDN (Named Data Networking) [2] [3] . Different from the traditional TCP/IP network, ICN carries out unified identification and naming
The associate editor coordinating the review of this manuscript and approving it for publication was Jun Wu. of the communicating content. Thus, it performs addressing and routing transmission based on naming. This layer-aware content identification network separates data caching from applications, which makes caching a universal, open, and transparent basic service to upper-layer.
The development and implementation of 5G [4] network and Internet of Things (IoT) [5] brings large scale mobile devices into the network, and result in great challenges to the Internet Service Providers and users. The goal of IoT is to connect every device to the Internet so that these devices can connect to the network at any time, any place, and any path. When billions of IoT devices are connected to the Internet, huge amounts of data will be generated. The production, processing and transmission of large amounts of data have brought great challenges to the traditional TCP/IP network architecture.
In order to overcome the challenges brought by the largescale IoT, researches of the IoT under new network architectures have been carried out around the world. Zhou et al. [6] propose a Robust Mobile Crowd Sensing (RMCS) framework to guarantee reliable service delivery and cost-efficient operation for Mobile Crowd Sensing systems and certify that the proposed framework yields satisfactory performance in improving sensing platform utility and data accuracy. Zhou et al. also propose a programmable, scalable, and flexible framework named SAGECELL [7] , to combine space, air, and ground resources in a complementary fashion for matching dynamic varying traffic demands with limited network capacity supplies based on the concept of Software Defined Networking (SDN) [8] . Wu et al. [9] propose a systematic virtual networking architecture to perform the global virtualization control and monitoring of a CyberPhysical System. Results show that their scheme has longer lifetime compared to those of the traditional schemes, which is important for critical applications. Besides, to address the problem of the cluster security in the context of SDN, Wu et al. [10] propose a big data analysis-based secure cluster management architecture for the optimized control plane. Simulation results demonstrate the feasibility and efficiency of the proposed scheme, and prove that the scheme is significant in improving the security and efficiency SDN control plane. Li et al. [11] put forward a battery status sensing software-defined multicast (BSS-SDM) scheme to reduce the latency of vehicle-to-grid (V2G) regulation services, and present a battery-status-based multicast scheduling algorithm to implement the V2G regulation optimization.
Beyond the above researches, the ICN based IoT [12] has been extensively discussed. While ICN separates the network resources with the locations and points out that in the future the Internet should focus on data contents rather than the location of contents. Its main features include in-network caching, data content naming, mobility management, scalability and data security and privacy, which make ICN become a promising network model in the IoT context. To solve the problem of the actual deployment of the Information CentricIoT, there also have some researches discussing about the techniques that can act as a bridge between IP and ICN networks. For instance, Shannigrahi et al. [13] propose a protocol named IPoC that can enable a transition to ICN in mobile networks by encapsulating and forwarding IP traffic over an ICN core. IPoC allows existing applications to keep using IP until they are ready to transition into native use of ICN. And they point out that IPoC/NDN can benefit 5G mobile networks by simplifying handover operations and introducing intelligent multi-path strategies. At present, domestic and foreign researches on ICN based IoT have been launched in terms of caching mechanism [14] , naming mechanism [15] , security [16] , mobility [17] scheme and other aspects.
From recent researches, one of the main reasons why IoT uses ICN is that ICN cache can effectively reduce the requests from customers to producers and improve the efficiency of content acquisition. In this perspective, we can promote system performance under the Information-Centric IoT environment through effective cache placement policies, cache replacement strategies and cache coherency mechanisms.
In the TCP/IP network, the Web cache can be divided into database cache, proxy cache, CDN cache and browser cache. It not only can reduce network traffic, client access delay, and mitigation of remote server load, but also can enhance robustness of the network by caching content on clients, proxy servers or servers. However, there still exists many problems. The updates are not timely enough and full network cache cannot be achieved. Besides, there's no mechanism to gradually push popular contents to the edge of the network. When the cache amount reaches to a certain extent, there will be a huge cache bottleneck, thus it is difficult to get the content nearby. When designing an ICN architecture, the emphasis is placed on deploying ubiquitous caches. That is, routers can cache all the contents that they have forwarded. When the same content is requested again, any router that caches the content can provide corresponding content copies. This mechanism obtains the content in the network of the nearest access, accordingly saves network bandwidth consumption and reduces access delay.
However, there exists some disadvantages in the cache mechanisms in Information-Centric Networking. Since ubiquitous caches are deployed, the cache memory of the routers are easily occupied by content with low requested frequency, and a large number of identical copies of content are cached in adjacent routers, resulting in low cache efficiency. In this situation, the traditional cache strategies cannot satisfy the performance demand of the ICN. In order to solve the above problems, cache content deployment schemes with increasing efficiency and cache replacement strategy have become important research directions for ICN, which currently base on the modeling and analysis of content popularity. It has been pointed out that the popularity of the contents is influenced by internal and external factors, such as social influence, network mechanisms, real events, network information content quality, content timeliness [18] , [19] , which makes the popularity hold the characteristics of fluctuations randomly. At the same time, these multiple factors are difficult to be separated and quantified individually, increasing the complexity and difficulty of performance analysis. The existing popularity variation models, such as the SH (Szabo-Huberman) model [20] and the epidemic model [21] , are not suitable in analysis and deployment in ICN when taking into account all the above mentioned influencing factors, thus, the complexity of the algorithm is very high. In order to improve the cache efficiency in the context of the Information-Centric IoT, we analyze the content access in ICN with weakening the impact of external factors in TCP/IP. At the same time, based on the hypothesis of using the hierarchical cache model [22] , we further simplify the content popularity model, and our research focuses on not only the data collection of event that has occurred at the current, but also the prediction of the content popularity at the next moment.
In this paper, we first analyze and summarize the research status of the cache mechanisms in Information-Centric IoT and the popular content prediction models in the existing ICN architectures. And we point out that forecasting the content popularity is embodied as a problem of time series. Then, according to aforementioned states, we propose a popularity prediction algorithm based on Auto Regressive Model (AR) in the context of Information-Centric IoT. The contributions of this paper include:
• We first summarize the research status of the content popularity in traditional Internet and analyze the characteristics of existing content popularity prediction algorithms.
• We propose an Auto Regressive model used to predict the content popularity and demonstrate the relevant mathematical derivation.
• We use the least square method to solve the content popularity prediction model. The predicted value of content popularity can not only accurately reflect the change trend of the content popularity in the network, but also provide a relatively accurate reference for the caching strategies.
• We simulate the content popularity prediction model to verify its operating results. Simulation results show that this algorithm can increase the cache hit ratio, effectively reduce network traffic and content acquisition delay, and greatly improve the utilization of network resources and user experience. The rest of the paper is organized as follows. Section II demonstrates the research background and some related work in regard to both cache schemes in Information-Centric IoT and popularity evolution models in traditional networks. Section III introduces the proposed content prediction algorithm based on Auto Regressive models in the context of Information-Centric IoT. Section IV implements and analyzes our algorithm. At last, Section V gives the conclusions and our future work.
II. BACKGROUND AND RELATED WORK
In this section, we first introduce the cache schemes in the context of Information-Centric IoT, and then summarize the content popularity evolution models to lay a foundation of our research work.
A. INFORMATION-CENTRIC IOT CACHE SCHEMES
There have been several cache schemes proposed by researchers to satisfy the demands of ICN based IoT. Din et al. [14] point out that the IoT applications are well fitted in the ICN scenario, however, due to the special demands of devices, the traditional ICN cache strategies may not be applied in the IoT environment. For this purpose, a number of cache strategies have been developed for the IoT-based ICN scenarios. Hail et al. [23] analyze the performance of different cache mechanisms in an ICN-IoT wireless network, and then propose a forwarding strategy for a better content delivery performance. They conduct simulations with NDN architecture and results show that the designed caching and forwarding strategies can reduce the traffic volume and save the energy resources of the devices. Vural et al. [24] promote a model for the trade-off between multi-hop communication costs and the freshness of a transient data item. Results show that the model can successfully reduce the network load expecially for highly requested content. However, the cache replacement mechanisms have not been taken into consideration. Meddeb et al. [25] propose a cache coherence mechanism to check the validity of cache contents and the simulation results show that the coherence mechanism leads to a certain degradation in both server hit and hop reduction ratios. However, the authors have not discussed the situation requiring fresh contents. Jameel et al. [26] put forward that the cache approaches would reduce the end-to-end as well as content access delays for content delivery networks and would also be helpful in reducing the traffic volume in the network. Niyato et al. [27] develop an analytical model to estimate the proposed caching mechanism and use a threshold adaptation algorithm to adjust the cache parameters. And the evaluating results show a tradeoff between cache and network cost. As there have been many researches on the cache problem in Information-Centric IoT, to find appropriate content popularity prediction methods to meet the demands of caching in IoT is important.
B. CONTENT POPULARITY EVOLUTION MODELS
Content popularity is the concept used to describe the prevalence of content, which reflects the frequency of the online contents requested by customers at a certain moment. The research methods for the evolution model of content popularity can be roughly divided into three categories [28] : methods based on early popularity, methods based on influencing factors and methods based on cascaded propagation. Methods based on early popularity show that there is a strong relationship between the past and the future popularity of a web content, which can be used to predict popularity values. The advantage of this kind of methods is that it can be applied to all kinds of networks. However, it needs to wait for the network contents to be requested to perform statistical analysis on the historical popularity, thus, making the prediction cannot be done in real time. For the methods based on the influencing factors, they usually use the internal and external factors of the network information to make predictions of real-time network contents such as news [29] , and can infer the process of popularity saturation [19] . However, since different types of network information are affected by different influencing factors, this method is not universal enough. In the cascading propagation-based methods, the essence of popularity evolution is information dissemination, and it depends on the interaction between the network topologies. This kind of methods takes into consideration the impact of characteristics in the network and quantifies the underlying structure of the social network to predict the content popularity. However, it needs to obtain the historical information, which cannot be VOLUME 7, 2019 applied to large-scale network and leads to high computation complexity.
Based on the comparative analysis of the above, in this paper, we select the method of early popularity from the perspective of research objects and high predictive performance. In general analysis of popularity, it is found that the detail change in evolution process shows three common patterns: ascending, stable, and declining. Researches [21] , [30] fit out the mathematical models of each form quantitatively, and classify these models based on the trend of variation. For the mathematical modeling of the online content, the literature [31] simplifies the process of evolution to stationary stochastic model and triggered model. The former represents that the evolution process is statistically stable, and a steadystate probability with a low threshold value can be used to estimate the state. The latter represents the evolution of a sudden, interventional event that follows the diffusion process of normal distribution. In summary, a general mathematical model of online content popularity can be given as formula (1) .
The variable P in the formula represents the independent sampling values at each time point t (such as minutes, hours, days, etc.). The selection of the coordinate system under different time has a great influence on sampling values. That is, in the same circumstances, the states under different time series may tend to be stable or unstable. C is a static constant that affected by the environment and the speed of propagation. t inf is the time when the intervention occurred. α is the growth or attenuation coefficient of popularity, which indicates how fast it grows or decays.
The formula (1) describes the popularity of the cached content i before time period t, which is considered as data collection for the events that have occurred, thus, it cannot accurately describe the change in the popularity at the next time period t +1. The evolution process of the ICN popularity researched in this paper is based on common online content. It aims to estimate the popularity value of content accurately in a particular network at a certain time in the future, or to predict its possibility to being popular. The selected method based on early popularity suggests that there is a close relationship between the popularity of past and future, which means the past popularity can be used as a predictor to estimate the trend of future. Based on this conclusion, a variety of modeling methods such as SH model, SI model [32] , and multiple regression model [33] are used to predict the content popularity. The aforementioned models are more accurate for predicting online content which staying popular over a long period. However, for those online contents that only receive short-term attention, the prediction results are subject to large deviations. The inadequacies of the above solutions are mainly reflected in the following two aspects: (1) When constructing a content popularity prediction model, it focuses mostly on the statistics value of the content popularity, rather than the dynamic changes; (2) The lack of a specific deployment scheme to apply the content popularity prediction model to the information-centric networks. As a result, in this paper, we propose an auto-regression content popularity prediction algorithm with considering the dynamic changes in the web content popularity and apply this algorithm to ICN-based IoT to perform the simulation analysis. The predicted value of content popularity calculated by the proposed model can not only accurately reflect the change trend of content popularity in the network, but also provide a relatively accurate reference for the caching strategy.
The computation process of the content popularity in the context of Information-centric networks can be demonstrated as Figure 1 . When the content request arrives at the content router, if the requested content has been cached in the node, the node will update the content popularity. If the cache hit does not happen, the request will continue to query the Pending Interest Table (PIT) . If there is no matching record of this content in the PIT, the packet will be forwarded to next hop according to the Forwarding Information Base (FIB). At the same time, the requested content will be added in the PIT, and the content popularity will be updated. If the query to the PIT finds the same requested content record before, the interface of the request will be added to the PIT entry and then the updating of the content popularity will be triggered.
In empirical research, as there are no pure large-scale Information-Centric IoT network and application, we use video applications such as YouTube and Youku to perform the statistics and analyze the popularity changes indirectly. Although the size and type of each object in video applications are not the same as in ICN, the result is comparable for the request behavior being similar. 
III. CONTENT POPULARITY PREDICTION ALGORITHM BASED ON AUTO REGRESSIVE MODEL
In this paper, we refer to the definition of the content popularity in [34] and demonstrate it as below. The transformed definitions of the collected values are also explained in this section.
Definition: reqs iT indicates the times of the cache request of a node which receives a file i in the time period T . The popularity of the file popu iT is defined as formula (2) .
where k represents the total data volume of the cache file in the node, and k j=1 reqs jT represents the total number of times reaching the node within time period T . Since the actual research can only collect the number of requests for content within a certain period, it is necessary to formulate the conversion of the collected data by the above equation and obtain the corresponding numerical results for analysis.
We conduct a detailed mathematical analysis of the YouTube top channels played by the vidstatsx.com as data source [35] , and verify the law that the popularity adhering to. Specifically, we count the views of the ''SpaceX'' channel under the ''SCIENCE & TECH'' column between September 1, 2017 and November 25, 2017, with time as the abscissa and the channel playing amount as the ordinate. The trend of volume change is shown in Figure 2 .
It can be known that the popularity of online video also conforms to the general mathematical model of content popularity proposed above formula (2) , which indicates that we can predict the popularity by the mathematical model. Without the real ICN-based IoT network as a research object, in this paper, we assume that the popularity of the cache content of each router under the Information-Centric IoT network is basically similar to the popularity of YouTube Online content, which means both of them are subject to the same model. Burg [36] verifies this assumption, and gives the conclusion that the popularity obeys the k-transformed Zipflike distribution when the multimedia data is decomposed into continuous data blocks. In summary, the content popularity of the Information-Centric IoT network conforms to the general mathematical model of content popularity given above formula (2) . This model is a generalized convergence time series, that is, the popularity can be effectively predicted within a certain time period.
According to the changing characteristics of popularity over time, we can estimate the future popularity based on its past prevalence. The prediction needs to be calculated with two models, random stationary model and triggered model, separately. If p i ≥ e ln p i−1 +1 or p i ≤ e ln p i−1 −1 , it should be a triggered model, which is a diffusion process, and the mathematical prediction basically conforms to the exponential distribution. Otherwise, it conforms to stationary model. When dealing with the stochastic stationary model, we choose the AR model to predict the content popularity based on the current hardware conditions and the complexity of the algorithm. Assume that data n is known, from which the data after can be derived. Here we first give the calculation formula based on the AR model:
This is an m order autoregressive model equation. p i(n−m+1) , . . . . . . , p in represent the statistics of the content popularity in the past cycles m (p in is the abbreviation of popu in ), and p i(n+1) is the prediction of the popularity of content i in the next cycle n + 1.
To calculate the popularity forecast value p i(n+1) in the above formula, we need to obtain the estimated value of the regression parameter first. The common methods for estimating contain autocorrelation, least squares estimation and Burg algorithm. The least squares estimation does not require ε distribution assumptions. Therefore, the least squares estimation is used to solve equations.
Assume that the statistics of the popularity of the content in previous period n be {p in , n = 1, 2 
From the principle of the least squares, the model parameters can be estimated as:
Then, the noise estimate can be obtained based on the least square estimate:
The least squares estimate of the noise varianceφ 2 i :
After obtaining the estimated values of the regression parameters of the AR (m) model, we can successfully obtain the statistical forecast of the popularity of the next cycle:
The model order m estimate is an important issue for the model fitting with stationary random sequences. When the model order is lower than the optimal value, using low-order curves to fit the higher-order curve will produce smooth results, leading to unpredictable small-scale changes. And when the simulation order is higher than the optimal value, using a higher-order curve to fit a lower-order curve will make the background noise be fitted as real data, giving false peaks and increasing the amount of calculation. The order estimation of the AR model has the following two important criteria:
(1) AIC (Akaike Information Criterion):
(2) SIC (Schwarz Information Criterion):
The smaller the estimated value obtained from the two criteria, the better the model order. At the same time, the number of statistical samples n needs to be taken into account, as it is closely related with the complexity of the algorithm. In order to reduce the complexity of the algorithm, it is necessary to comprehensively consider the values of n and m. The symbols we used are listed in Table 1 .
IV. EVALUATION
In this section, we implement the proposed auto regressive based content popularity prediction algorithm and analyze the simulation results.
A. ALGORITHM DEPLOYMENT AND IMPLEMENTATION
We verify the optimal value of n and m according to the prediction model given in Section III. Referring to the data given in Figure 2 , 60 statistical sample values are taken into consideration and the fitness is checked by taking different n and m. The simulation results show that with the increase of the number of samples n, the calculated variance decreases, and the prediction effect improves. When n reaches a certain value, the variance remains basically unchanged. As shown in Figure 3 and Figure 4 , by performing two sets of control simulations with considering the judgment order criteria mentioned above, the values of the AIC (m) and SC (m) are calculated. According to Figure 3 , we select m = 4, n = 15 as the algorithm's order and the number of samples, then, the formula of the popularity prediction is obtained:
where
27560 VOLUME 7, 2019 Before the prediction of popularity, the history of content visits needs to be counted in a real situation. We establish a history access frequency record table. By setting the time period, the access frequency of specific content in the past time period n = 15 is recorded to achieve the frequency prediction, which implements the prediction of the trend change in the popularity of the next time period through past request times.
The popularity table is designed as a two-dimensional In Table 2 , p it , t = (1, . . . , 15) represents the popularity of the first statistical period t, and p i represents the popularity predicted value of Content (i) at the next time period. When the popularity predicted value is obtained, it can be applied to design a cache deployment strategy or a cache replacement algorithm. For example, if the prediction algorithm is applied to the cache replacement algorithm in an Information-Centric IoT network, when the cache space is full and it has to delete the existing cache contents, the content with the lowest popularity prediction value will be deleted first. The relevant entries in the popularity statistics prediction table will be also deleted, and then the new content can be stored into the cache and a new popularity prediction entry is created.
B. SIMULATION VERIFICATION AND RESULT ANALYSIS
In this section, we mainly discuss the simulation experiments and algorithm overhead. In Information-Centric IoT networks, specific content may not follow the general mathematical model of popularity at different time metrics. For example, the YouTube broadcast volume of the hit TV show ''Shame-less'' on the first episode should be a peak of one week, and then enter a stationary random state. The collected and the prediction data obtained through the popularity prediction algorithm are demonstrated in Figure 5 . As the figure shows, when the time metric in the prediction formula is set to days, there is no huge fluctuation effect between the playing amount of each day, and the overall trend is consistent with random stationary distribution, that is, the popularity prediction algorithm can accurately predict the trend change of the video. However, when the time metric is set to be an hour simulation, the results are shown in Figure 6 . When the amount of playing of the ''Star War'' on the YouTube website within 24 hours of a day is taken as experimental data, it is found that the prediction result is not accurate or reliable enough.
From the perspective of experimental simulation results, when the time metric is too small, the impact of external factors on the prediction of network popularity is intensified, such as the user's schedule, living habits and other random factors, which are often unpredictable and uncontrollable. The forecast results will produce large deviations due to the random fluctuations in popularity over time. However, when the value of the time metric is long, the evolution of popularity shows a stable and repetitive state, which is more suitable for the analysis of prediction.
From the perspective of algorithm overhead, in the statistical process, the prediction calculation is performed in units of time period. For example, in Figure 5 , each prediction point is performed at the end of each time period (day), and then, each content in ICN cache router is processed. As calculating the predictive value, it should be implemented when the network traffic is small, so as to reduce the load pressure of the router effectively.
V. SUMMARY AND FURTHER WORK
The content-centric network architecture represented by ICN has become a research hotspot of the next generation Internet system. As ICN cache can effectively reduce the requests from customers to producers and improve the efficiency of content acquisition, there are many researches propose to improve system performance of IoT using the concept of the ICN. While plenty of cache mechanisms in Information-Centric IoT have been put forward, the cache content popularity is also one of the important parameters that cannot be ignored. For the ICN emphasizing the concept of caching everywhere, users can obtain service resources from the nearest nodes, which simplifies the process of requesting services to a certain extent. Therefore, the content popularity model of the ICN can also be simplified. Based on the simplification of the ICN content popularity model, in this paper, we propose a content popularity prediction algorithm based on auto-regression model. Out research focuses on the prediction of the popularity in the next time period. The algorithm can be relatively accurate to predict the popularity of the content in an Information-Centric IoT network at the next moment, so that it can increase the cache hit rate of routers, and then significantly increase the utilization of network resources. This paper focuses on the research of predicted algorithms for content popularity in the context of Information-Centric IoT network, aiming to provide a reliable and effective performance parameter. Besides, as the chain storage of content will become one of the trends in the future research of the cache methods in Information-Centric IoT and the current content popularity model lacks design in this aspect, we will further discuss the relevant cache mechanisms in our future work. HONGKE ZHANG is currently a Professor with the School of Electronic and Information Engineering, Beijing Jiaotong University. He is currently the Director of the National Engineering Lab on Next Generation Internet, China. His research has resulted in many research papers, books, patents, systems, and equipments in the areas of communications and computer networks. He is the Chief Scientist of the National Basic Research Program of China (973 Program), and he has also served on the Editorial Boards of several international journals.
